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LICENSE AGREEMENT 

 

This document is a License Agreement (hereinafter referred to as the "Agreement") that governs the 

relationship between MSK MOBILE LLC (hereinafter referred to as the "Licensor") and you 

(hereinafter referred to as the "Licensee") regarding the use of the website and applications, on the 

terms set forth below:  

 

1. TERMS AND DEFINITIONS 

 

1.1. Licensor – MSK MOBILE LLC, registered in the Russian Federation under the main state 

registration number 1105074003385, being a party to the Agreement, which grants the 

Licensee the right to use the Site and Applications under the terms of a simple (non-

exclusive) license. 

 

1.2. Licensee – a person who is a party to the Agreement and has the necessary legal capacity to 

enter into the Agreement, who, in accordance with the Agreement, is granted the right to use 

the Site and Applications within the terms provided in the Agreement.  

 

1.3. MNO - Licensee, which is a telecommunications operator that uses its own infrastructure to 

provide telecommunications services.  

 

1.4. MVNO - Licensee, which is a telecommunications operator that uses the existing 

infrastructure of another operator to provide communications services under its own brand. 
 

1.5. Dealer - Licensee acting for, on behalf of, and at the expense of the MNO, MVNO. 

 

1.6. API – an application programming interface that allows the Licensee to receive the 

necessary data from the applications, including the personal data of the End Users, and to 

use this data further.  

 

1.7. Site – the result of the intellectual activity of the Licensor (hereinafter - RIA), which is a 

free software program for computers, in the form of a website located at https://id.world, 

which allows the Licensee to use the functionality of the personal profile.  

 

1.8. Applications – RIAs of the Licensor, which are programs for computers, in the form of 

software for Mobile devices, named ID.Abonent, ID.Agent, ID.Link, placed in mobile 

application stores App Store, Google Play and AppGallery to be used on mobile devices of 

End Users or Dealer in order to sign a contract with the Licensee.  

 

1.9. End User – a person who has the necessary legal capacity and who intends to sign a contract 

with Licensee. 

 

1.10. Mobile Device – any of the following devices: smartphone, tablet or any other technical 

device running the following operating systems: iOS, Android, HarmonyOS. 
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1.11. Account – information provided by the Licensee (the availability of which is a prerequisite) 

for registration and subsequent authorization of the Licensee on the site. Access to the 

account is carried out through the personal profile. 

 

1.12. Personal profile – a private area of the site that allows the Licensee to entrust the Licensee 

to place an icon with the necessary information in the application, create and delete 

additional user accounts within the Licensee's personal profile, edit the account, obtain the 

necessary data from the application, including the personal data of End Users, and perform 

other actions necessary to the use of the application.  

 

1.13. Icon – a licensee's designation with its trademark, service mark, commercial designation in 

the ID.Link application. 

 

1.14. eSIM – an identification module embedded in the end-user's mobile device, which allows 

software to change the information on the identification module required to identify the end-

user, and (or) the mobile device in the Licensee's network. 

 

1.15. eSIM Fee - a minimum upfront payment to be made by the End User according to the 

Licensee's tariff plan when signing a contract with the use of eSIM. 

 

1.16. Tariff Plan - a standard form of the Licensee's commercial offer, which specifies a list of 

available services and the procedure of determining their price.  

 

1.17. Licensee's personal account (balance) is a set of records reflecting the financial 

relationship between the Licensor and the Licensee for the provision of rights to use the 

Application. The Licensee's balance is increased by the amount of funds transferred by the 

Licensee and End Users for the Licensee's services and decreased by the amount of the 

license fee for granting the rights to use the application and by the amount of bank 

commission for funds transfer when making payments in the U.S. dollars (USD). Upon 

receipt of funds to the current account of the Licensor, the balance of the Licensee is updated 

by indicating the amount available to pay for the granting of rights to use applications and/or 

transfer to the Licensee. 

 

1.18. Reporting Period - a period of time equal to one calendar month (first day of the month - 

beginning of the reporting period, last day of the month - end of the reporting period), during 

which the Licensee, subject to timely payment, is granted the right to use applications. 

 

1.19. Adaptation - changes made solely for the purpose of functioning of applications on mobile 

devices of end users (functional changes, as well as revision (modification) of applications 

in the process of adaptation are not made), and includes changes in design (branding 

applications with trademark, service mark, commercial designation and corporate identity of 

the Licensee), as well as changing the name of applications (optionally). 

 

2.       CONDITIONS OF ACCESSION TO THE AGREEMENT 

 

2.1. The condition of use of the site and applications is the complete and unconditional 

acceptance by the Licensee of the terms of this Agreement, which is considered to be made 
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between the Licensor and the Licensee from the moment of the Licensee's registration on 

the site.  

  
2.2. With each access and/or actual use of the site and/or applications, the Licensee agrees to the 

terms of the Agreement in the edition in force at the time of the actual use of the site and/or 

applications.  

 

2.3. The Agreement may be amended by Licensor at any time without any prior notice to 

Licensee. Any such amendments shall become effective on the day following the date of 

publication of such amendments on the site. 

 

2.4. This Agreement does not stipulate an assignment of any exclusive rights or granting an 

exclusive license from the Licensor to the Licensee regarding the right to use the site and/or 

applications, and/or their components. 

 

3. SUBJECT MATTER OF THE AGREEMENT 

 

3.1. Under the terms of the Agreement, the Licensor grants the Licensee the right to use the site 

on a royalty-free simple (non-exclusive) license and a royalty-free simple (non-exclusive) 

license to use the applications within the limits specified in the Agreement, and the Licensee 

agrees to pay the Licensor a license fee in the amount and manner prescribed by the Licensor. 

 

3.2. The Licensor grants the Licensee the right to use the site in the following ways: reproduction 

on the Licensee's hardware, using the provided functionality of the site. Ways of using the 

site that are not explicitly specified in this Agreement are not considered to be granted to the 

Licensee. 

 

3.3. The Licensor grants the Licensee the right to use the applications in the following ways: 

using the provided functionality of the applications and gaining access through the API 

and/or through the site. The ways of using the Applications that are not explicitly specified 

in this Agreement shall not be considered as granted to the Licensee. 

 

3.4. The Licensor is the owner of the necessary extent of rights for the site and applications, as 

well as for all their elements, both separately and in the aggregate. 

 

3.5. The license is valid worldwide during the validity period of the Agreement. 

 

3.6. The Licensee is granted the license under the terms and conditions described in this section 

above if the Licensee complies with all the license requirements and restrictions. 

 

4. CONDITIONS OF USE  

 

4.1. The Licensee's access to the applications is available 24 hours a day through the API or 

through access to the site if there is a connection to the Internet. 

 

4.2. In order to use the site and applications, the Licensee must register on the site. When 

registering on the site, the Licensee shall enter the necessary data, including, but not limited 
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to: phone number, email address, and password, in a special window with fields, and shall 

confirm their consent to this Agreement. To confirm the registration, the Licensee enters in 

the appropriate field the numeric code received to the phone number indicated by the 

Licensee in an SMS message.  

 

4.3. After confirming the registration on the site, the Licensee's personal profile is created. 

 

4.4. Access to the personal profile is provided through the site by means of authorization. The 

person who has authorized on the site is considered the proper owner of the relevant account, 

access to the use and management of which was obtained as a result of such authorization. 

 

4.5. After obtaining access to the personal profile, the Licensee can use the functionality of the 

site, including uploading the information necessary for placement in the application, as well 

as, but not limited to their trademark, service mark, commercial designation, other 

intellectual property elements, thereby entrusting the Licensor to place an icon in the ID.Link 

application. 

 

4.6. The Licensee can deposit their balance with the amount in Russian roubles (hereinafter 

referred to as RUB) or US dollars (hereinafter referred to as USD) required for the payment 

of the rights granting in the required for the Licensee extent under the tariffs valid at the 

moment of the payment. 

 

4.7. The Licensor places the icon and information provided by the Licensee in the ID.Link 

application after receiving the Licensee's request.  

 

5. RIGHTS AND OBLIGATIONS OF THE LICENSEE 

 

5.1. Licensee has the right: 

 

5.1.1. to use the site and applications in the ways, terms and territory explicitly specified in this   

Agreement. 

5.1.2. to use the information about the usage of the application, including about the placement of 

the icon in the ID.Link application to promote its own goods (works, services). 

5.1.3. to perform other actions, not prohibited by the legislation of both the Russian Federation 

(hereinafter referred to as RF) and local lows of the Licensee, generally recognized principles 

and norms of international law, international agreement and this Agreement, related to the 

use of the site and applications, which must not contradict the normal use of the site and 

applications, and must not unreasonably infringe the legitimate interests of the Licensor, as 

well as of the third parties. 

 

5.2. Licensee is obliged: 

 

5.2.1. to comply with the terms and conditions of this Agreement without any limitations;  

5.2.2. to process the End Users' Personal Data, and be solely responsible for its use, in accordance 

with the Federal Law RF № 152-FZ "On Personal Data" dated July 27, 2006 and in 

accordance with the local legislation of the Licensee as well as in accordance with the 

generally recognized principles and norms of international law and international treaties. 
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5.2.3. to take proper measures independently to ensure the security of their personal profiles and 

to prevent unauthorized access to it by third parties (in particular, to ensure that the password 

is not saved in the browser, including the use of cookies, when third parties may use the 

Licensee's computer device). The Licensee is responsible for unlawful actions performed 

using their Personal profile as for their own; 

5.2.4. to comply with all instructions and directions of the Licensor. If the Licensee fails to comply 

with such instructions, the Licensor has the right to suspend, limit, terminate the Licensee's 

access to the site and/or applications, or their particular functions;  

5.2.5. at the Licensor's request, in connection with the signing and fulfillment of the Agreement, 

to confirm the credentials indicated by the Licensee when creating/editing their account, as 

well as the credentials indicated in the additional user accounts; 

5.2.6. to independently review the Agreement for amendments. Licensee's failure to review the 

amended version of the Agreement shall not serve as a reason for non-performance of 

Licensee's obligations related to the use of the site and/or applications. The Licensee has the 

right to refuse to accept the changes and amendments to the Agreement, which means the 

Licensee's refusal to use the site and applications; 

5.2.7. to ensure compliance with the Agreement by users for whom the Licensee has created 

additional accounts. The Licensee is liable for unlawful acts committed with the use of 

additional user accounts as if they were their own; 

5.2.8. to pay the Licensor a license fee in the amount specified by the Licensor; 

5.2.9. not to grant to third parties the right to use the site and/or applications (not to sign sublicense 

agreements), except in cases when such third parties are representatives of the Licensee, to 

whom the Licensee has created additional accounts, as well as the use of applications by End 

Users; 

5.2.10. to fully reimburse the Licensor for any fines, losses (actual losses and lost profits), costs, 

expenses, expenditures incurred as a result of claims of third parties, including public 

authorities. 

 

5.3. When using the site and/or applications, the Licensee is restricted: 

 

5.3.1. to violate the intellectual property rights of the Licensor in relation to the site and/or 

applications or any of their elements, including, but not limited to, the Licensee has no right 

to copy, disassemble, perform reverse-engineering, modify the source code of the site and/or 

applications, and to copy, broadcast, distribute, publish and otherwise distribute and 

reproduce the materials (text, graphics, audio-video materials), fragments and individual 

elements (including software for computers and mobile devices, scripts, and other elements) 

of the site and/or applications placed by the Licensor within the site and/or applications 

without the written consent of the Licensor; 

5.3.2. to use the site and/or applications to make propaganda or agitation which incites social, 

racial, national or religious hatred and hostility, the propaganda of war, social, racial, 

national, religious or linguistic superiority as well as sending information which advocates 

suicide, contains a description of suicide methods and any incitement to commit it; 

information about drugs and psychotropic substances, including information about drug 

distribution, recipes, advice on their use and other information, distribution of which is 

prohibited by the current legislation of the Russian Federation and in accordance with the 

local legislation of the Licensee as well as in accordance with the generally recognized 

principles and norms of international law and international treaties; 
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5.3.3. to send spam - mass distribution of commercial, political, advertising, and other information 

(including hyperlinks leading to the Internet sites with such information and/or to the Internet 

sites containing malicious software) if the End Users have not expressed their consent to 

receive such information; 

5.3.4. to provide false or fictitious information about themselves and their organization when 

registering on the site and/or in the applications, or to enter false or fictitious information 

about themselves and their organization afterward; 

5.3.5. to disclose the password from the personal profile to parties, who do not have the proper 

authority to act on behalf of the Licensee; 

5.3.6. to perform actions aimed at destabilization of the operation of the site and/or applications, 

to attempt unauthorized access to the management of the site and/or applications or their 

closed sections (including the sections to which access is permitted only to the Licensor), as 

well as to perform any other similar actions; 

5.3.7. to perform any other actions that are contrary to the purposes of use of the site and/or 

applications, or violate the current legislation of the Russian Federation, the local legislation 

of the Licensee as well as the generally recognized principles and norms of international law 

and international treaties. 

 

5.4. The Licensee uses any data, including, but not limited to, personal data of the End Users, 

obtained with the use of the site and/or applications, at its own risk and is solely responsible 

for the possible consequences of the use of the mentioned data, including the damage that it 

might cause to third parties.  

 

5.5. The Licensee has the right to use the site and/or applications only for purposes not prohibited 

by the legislation of the Russian Federation, the local legislation of the Licensee as well as 

in accordance with the generally recognized principles and norms of international law and 

international treaties. In case the Licensor has suspicions that the site and/or applications are 

used by the Licensee for illegal purposes, the Licensor has the right to immediately suspend 

the Licensee's use of the site and/or applications and demand documents and explanations 

confirming the legality of the use of the site and/or applications.  

 

5.6. Licensee represents and warrants to Licensor that the following circumstances are true: 

 

5.6.1. Licensee has the right to grant Licensor the right to use their trademark, service mark, 

commercial designation, other intellectual property elements in the applications and such 

granting does not violate the rights of the third parties;  

5.6.2. the information placed by the Licensee in the applications does not violate the requirements 

of the current legislation of the Russian Federation, the local legislation of the Licensee as 

well as the generally recognized principles and norms of international law and international 

treaties, and does not violate the rights of the third parties; 

5.6.3. Licensee is not in bankruptcy, liquidation, bankruptcy or external management, supervision 

or any other procedure applicable in accordance with the RF legislation and in accordance 

with the local legislation of the Licensee as well as in accordance with the generally 

recognized principles and norms of international law and international treaties on insolvency 

(bankruptcy), and there are no agreements with creditors or other similar proceedings. 
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6. RIGHTS AND OBLIGATIONS OF THE LICENSOR 

 

6.1. Licensor performs ongoing management and maintenance of the site and applications, 

independently determines the structure, appearance, allows or restricts the Licensee's access 

to the site and/or applications. 

 

6.2. Licensor undertakes commercially reasonable efforts to ensure the functioning of the site 

and applications 24 hours a day, but does not guarantee the absence of interruptions due to 

technical failures, the performance of preventive maintenance, and does not guarantee the 

full or partial functionality of their particular elements. Licensor does not guarantee that the 

site and/or applications, or any of their elements, will function at any particular time in the 

future, or that they will not cease to operate. 

 

6.3. The functions of the site and applications, including all scripts, content, individual elements, 

and design of the site and applications are provided "as available". Licensor makes no 

guarantee that the site and/or applications or elements thereof may be suitable for any 

particular use. The Licensor cannot guarantee and does not guarantee any specific results 

from the use of the site and/or applications, and their elements 

 

6.4. Licensor shall independently decide on the procedure of advertising within the site and/or 

applications, participation in affiliate programs, the inclusion of other information in the 

content of the site and/or applications.  

 

6.5. Licensor has the right to: 

 

6.5.1. modify at any time the operating algorithms of the site and/or applications and/or API, 

introduce new and/or cancel old functions, change the order of access to the site and/or 

applications and/or API, modify or update the scripts, software, design and user interface of 

the site and/or applications and other objects used or stored within the site and/or 

applications, any server applications, without any mandatory notification of the Licensee 

thereof; 

6.5.2. suspend, limit or terminate the Licensee's and/or End Users' access to the site and/or 

applications at any time without giving a reason, with or without prior notice, if the Licensee 

violates the provisions of the Agreement (including, but not limited to, in case of absence of 

funds on the Licensee's balance, when the Licensee performs actions that may be considered 

as violating the provisions of this Agreement or the legislation of the RF and the local 

legislation of the Licensee as well as the generally recognized principles and norms of 

international law and international treaties); 

6.5.3. remove at its own discretion any information and materials posted by the Licensee within 

the site and/or applications that violate the legislation of the RF, the local legislation of the 

Licensee as well as the generally recognized principles and norms of international law and 

international treaties and the rights of other Licensee, End Users or third parties, cause harm 

or threaten their safety;  

6.5.4. make comments, warn, notify, inform the Licensee and/or End Users about non-compliance 

with the terms of the Agreement when the Licensee and/or End Users use the site and/or 

applications. The Licensor's instructions are mandatory for the aforementioned persons when 

using the site and/or applications; 
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6.5.5. demand payment of the license fees in the amount established by the Licensor; 

6.5.6. distribute messages to the Licensee (including email messages, SMS-messages, etc.), which 

are the notifications about the implementation of new functions of the site and/or 

applications or canceling the old ones, as well as contain advertising information about the 

features of the site and/or applications; 

6.5.7. collect and process data related to the Licensee's use of the site and/or applications; 

6.5.8. take measures not prohibited by law to protect its own intellectual rights related to the site 

and/or applications. 

 

6.6. Licensor shall not be liable for any losses (both real damage and missed profit) which may 

be incurred by the Licensee while using the Website and/or applications, including due to 

unauthorized access of any third parties to the functions of the site and/or applications, in 

case of loss or interception of data downloaded/transmitted by the Licensee via API.  

 

6.7. Licensor shall not be liable for the loss of the Licensee's data, including due to possible errors 

or failures in the operation of the site and/or applications. The Licensor shall not be liable 

for any type of loss incurred due to the use or inability of the Licensee to use the site and/or 

applications or its individual parts/functions, including due to possible errors or failures in 

operation. 

 

6.8. In the part of the provision of the opportunity for interaction between the Licensee and End 

Users, including enabling the said persons to independently perform certain actions within 

the functionality of the site and/or applications, the Licensor acts solely as a part who 

organized the technical possibility of interaction between the Licensee and End Users, and 

is not liable for them and third parties, including but not limited to the use of the Licensee's 

trademark, service mark, commercial designation, other intellectual property elements and 

for the information placed by the Licensee on the site and/or in the application.  

 

7. PAYMENT 

 

7.1. Granting rights to use applications is fee-based and available for applications: 

 

✔ ID.Abonent – on a prepaid basis. 

✔ ID.Agent – on a prepaid basis. 

✔ ID.Link – charged at the time of receipt of End Users' funds. 

 

7.2. In order to obtain access to applications ID.Abonent, ID.Agent, the Licensee must deposit 

funds in the amount necessary to pay for the provision of rights to use applications in the 

required amount for the Licensee, under the tariffs in effect at the time of the payment. 

 

7.3. In order to obtain access to the ID.Link application, the deposit to the balance is not required. 

 

7.4. The amount of the license fee for granting the rights to use the applications is: 

 

7.4.1. for the Licensee paying in Russian roubles (RUB): 

 

✔ ID.Abonent – 100 RUB per 1 contract signed through the application. 
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✔ ID.Abonent (adaptation) - 200 000 RUB for 2 000 signed contracts monthly.  

✔ ID.Agent – 65 RUB per 1 contract signed through the application. 

✔ ID.Link (MNO, MVNO) – 50% of the payments received from End Users. 

 

7.4.2. For the Licensee paying in US dollars (USD):  

 

✔ ID.Abonent – 1,5 USD per 1 contract signed through the application. 

✔ ID.Abonent (adaptation) - 3 000 USD for 2 000 signed contracts monthly. 

✔ ID.Agent – 1 USD per 1 contract signed through the application. 

✔ ID.Link (MNO, MVNO) – 50% of the payments received from End Users. 

✔ ID.Link (Dealer) – 4 USD per 1 contract signed through the application.  

 

7.5. Licensor is exempt from paying VAT following Article 145.1 Clause 1 of the Russian Tax 

Code (Registry Number 1123335 at the Skolkovo Innovation Centre). 

 

7.6. Licensor provides the Licensee with a trial period to use the application ID.Link for 90 

(ninety) calendar days from the moment of the Licensee's registration on the site, during 

which the Licensee does not pay the license fee for the use of the ID.Link application.  

 

7.7. Licensee entrusts the Licensor to proceed payments with End Users, including receiving 

money from End Users for the Licensee's services to its current account and transferring 

them to the Licensee. 

 

7.8. Minimum cost of eSIM in ID.Link application is: 

 

✔ 200 RUB – for payments in Russian rubles. 

✔ 5 USD – for payments in US dollars. 

 

7.9. If the Licensee uploads a tariff plan worth less than the minimum cost of eSIM in the personal 

profile, such a tariff plan will not be placed in the ID.Link application. 

 

7.10. Licensor, at the Licensee's request formed in the personal profile, transfers the funds received 

from End Users after deduction of the license fee for the right to use applications and the 

bank commission for funds transfer in the amount of 25 USD for 1 transfer for transactions 

in US dollars (USD), within 5 (five) working days from the date of receipt of the request 

from the Licensee, provided that the balance of the Licensee is not less than 26 USD. 

 

7.11. Licensee's obligation to pay for the granting of rights is considered to be fulfilled from the 

moment the funds are received on the current account of the Licensor.  

 

7.12. Licensor's obligation to transfer the funds of the End Users to the Licensee is considered to 

be fulfilled from the moment of withdrawal of the funds from the current account of the 

Licensor.   

 

7.13. Licensor has the right to change the amount of the license fee to be paid by the Licensee, 

whereof notifies the Licensee by sending notifications to the e-mail address of the Licensee 

or by updating the information in the appropriate section in the personal profile of the 
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Licensee. New tariffs shall apply from the month following the month in which the Licensee 

was notified about the change of the amount of the license fee. Up-to-date information about 

the fees is available to the Licensee in the corresponding section of the Licensee's personal 

profile.  

 

8. REQUEST FOR PERSONAL DATA PROCESSING 

 

8.1. The Licensee entrusts the Licensor to process the following personal data of End Users for 

the fulfillment of their obligations under the Agreement: last name, first name, middle name 

(including previous ones); date of birth, place of birth; address of residence (as registered 

and actual), date of registration at the specified place of residence; contact phone; email 

address (e-mail); gender; information about citizenship; passport or identity document data; 

digital photo image of End Users and their personal signatures, or other information (data) 

received by the End Users. 

 

8.2. The Licensor is entrusted to perform mixed processing of the specified personal data (both 

with and without the use of automation means) by collecting (including by scanning/copying 

the End User's identification document), recording, systematizing, accumulating, storing, 

clarifying (updating, changing), extracting, using, transferring (distribution, providing 

access) to the Licensee, anonymizing, blocking, removing, destroying personal data during 

the period prescribed by the Licensee. 

 

8.3. The Licensee may require the Licensor to block the End User's personal data, which is being 

processed by the Licensor, in case the Licensee receives a corresponding appeal or request 

from the End User, its representative, or an authorized agency for the protection of the rights 

of subjects, including information about the unlawful processing of personal data. The 

Licensor undertakes to fulfill the relevant request immediately upon receiving it and notify 

the Licensee accordingly.   

 

8.4. At any stage of their activities on the performance of the Agreement, the Licensor is not 

entitled to transfer the personal data of End Users to third parties (both limited and unlimited 

range of persons), their distribution, providing access to them and the use of personal data 

in their activities not related to the performance of obligations under the Agreement.  

 

8.5. The Licensor shall ensure the confidentiality and security of personal data at all stages of 

personal data processing by ensuring its adequate protection following the requirements of 

the laws of the RF. Protection of personal data and adequate provision of their confidentiality 

and security is realized by the Licensor by taking necessary legal, organizational and 

technical measures for the protection of personal data from unauthorized or accidental access 

to it, destruction, change, blocking, copying, provision, distribution of personal data, as well 

as from other unlawful actions related to personal data, in accordance with the requirements 

provided by the current legislation of the RF, including, but not limited to:  

 

8.5.1. identification of threats to the security of personal data during its processing in personal data 

information systems; 

8.5.2. application of organizational and technical measures for ensuring the security of personal 

data during its processing in personal data information systems, necessary for the fulfillment 
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of requirements on protection of personal data, execution of which ensures the levels of 

personal data protection established by the Government of the Russian Federation; 

8.5.3. use of duly approved compliance assessment procedure for data protection means; 

8.5.4. assessment of efficiency of measures applied to ensure the security of personal data prior to 

commissioning of the personal data information system; 

8.5.5. recording on machine carriers of personal data; 

8.5.6. detecting facts of unauthorized access to personal data and taking appropriate actions; 

8.5.7. restoration of personal data, modified or destroyed as a result of unauthorized access to it; 

8.5.8. establishment of access rules to personal data processed in the information system of 

personal data, as well as registration and recording of all actions performed with personal 

data in personal data information system; 

8.5.9. monitoring of actions undertaken to ensure the security of personal data and protection level 

of personal data information systems. 

 

8.6. For the purpose of proper fulfillment of the Agreement and providing access to the use of 

the functionality of the site and/or applications, the Licensee consents to and entrusts the 

processing of the following data, which becomes available to the Licensor in the process of 

use of the site and/or applications by the mentioned persons:  

 

8.6.1. credentials, i.e. information that is provided by the Licensee when registering on the site and 

creating accounts, as well as when editing the information specified therein. If the Customer 

fails to provide the required information, it may prevent the Licensee from accessing the site 

and/or the applications. The Licensor has the right, but not the obligation, to check the 

accuracy of the provided information. 

8.6.2. other data related to the Licensee, which become available to the Licensor in the course of 

the interaction of the Licensee with the site and/or the applications, and which includes the 

data on the technical means (devices) and the ways of technological interaction with the site 

and/or the applications, including the IP host address, the type of the operating system of the 

Licensee, the browser type, geographical location, the data about the provider and other data 

collected through these methods. 

 

8.7. Licensor processes (including collection, recording, systematization, gathering, storing, 

clarification (updating, modification), matching, extraction, use, depersonalization, 

blocking, deletion and destruction) of the Licensee's accounting and other data, including 

the results of automated processing of such data, their transfer to affiliates in execution of 

such request for processing, and to collect (receive) its accounting and other data from 

affiliates. 

 

8.8. Licensor takes measures to ensure the security of the site and/or applications. In order to 

fulfill these purposes, the Licensee agrees that the credentials and other data may be 

transferred to third parties, including in cases stipulated by the legislation of the RF and the 

local legislation of the Licensee as well as the generally recognized principles and norms of 

international law and international treaties to the extent necessary for the detection, 

investigation, and suppression of unlawful activities. 

 

8.9. The accounting data and other data, as well as content and other information in the 

possession of the Licensor related to the use of the site and/or applications by the Licensee, 
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may be transferred to state authorities at their request, as well as on the initiative of the 

Licensor in case there are reasons to suspect that the actions of the Licensee violate the 

legislation of the Russian Federation and the local legislation of the Licensee as well as the 

generally recognized principles and norms of international law and international treaties, and 

the rights of third parties or the interests of the Licensor. 

 

8.10. The processing of the aforementioned data is performed within the period from the date of 

registration of the Licensee and until the cessation of the use of the site and/or applications 

unless otherwise stipulated by the legislation of the RF. 

 

8.11. Licensee has the right to withdraw their consent to the processing of the aforementioned 

data, by sending a request to the Licensor. Such data will be deleted by the Licensor within 

a reasonable time after the Applicant confirms that the data specified in the relevant Account 

belongs to them. 

 

8.12. The processing of the above data is performed on the basis of the legislation of the Russian 

Federation. 

 

9. TERM OF AGREEMENT 

 

9.1. This Agreement is valid for one calendar year and shall become effective upon Licensee's 

registration on the site. Should none of the Parties inform in writing thirty (30) calendar days 

prior to the expiry of the Agreement to terminate it, it shall be deemed prolonged for a period 

of one year. The number of extensions is not limited. 

 

9.2. This Agreement shall terminate if: 

 

9.2.1. Licensor decides to change the terms and conditions of the Agreement, to enter into a new 

Agreement with Licensee, to terminate this Agreement with respect to Licensee, to terminate 

the administration and maintenance of the site and/or applications, to terminate Licensee's 

access to the site and/or applications. 

9.2.2. Licensor has the right to terminate the Agreement at any time without notifying the Licensee 

and without giving a reason by unilateral extrajudicial termination of the Agreement with 

immediate termination of access and the ability to use the site and/or applications and 

without compensating any costs, losses or returns received under the Agreement, including, 

but not limited to, the following cases: 

 

✔ closure or termination of the site and/or applications; 

✔ any, including a single violation of the terms of the Agreement by Licensee; 

✔ for other reasons which, in the Licensor's opinion, are sufficient to make a decision to 

terminate the Agreement. 

 

9.3. Either Party shall have the right to unilaterally and extrajudicially withdraw from the 

Agreement without giving a reason by giving thirty (30) calendar days' prior written notice 

to the other Party prior to the proposed date of termination of the Agreement. The day of 

receipt of the notice by the relevant Party shall be the day on which the notice is received at 

the post office at the address (location) of the relevant Party according to the website or the 
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Unified State Register of Legal Entities, or a similar register of legal entities in Licensee's 

country, or was delivered to the relevant Party or its representative. The Agreement shall be 

terminated as of the thirty-first (31) calendar day after receiving the notice by the relevant 

Party 

 

9.4. The invalidity of one or several provisions of the Agreement, if duly acknowledged by an 

effective court decision, shall not entail the invalidity of the entire Agreement for the Parties. 

In case of invalidation of one or more provisions of the Agreement in accordance with the 

established procedure, the Parties undertake to perform their obligations under the 

Agreement as close as possible to those implied by the Parties when entering into and/or 

amending the Agreement. 

 

9.5. This Agreement and the relationship between the Parties in relation to this Agreement and 

the use of the site and/or applications shall be governed by the laws of the Russian 

Federation. 

 

9.6. With regard to the form and method of this Agreement, the norms of the Civil Code of the 

Russian Federation governing the order and conditions of the contract by accepting the offer 

shall apply. 

 

9.7. All disputes between the parties under the Agreement shall be resolved by correspondence 

and negotiation using the mandatory pre-trial (complaint) procedure. If the parties fail to 

reach an agreement through negotiations within twenty (20) calendar days from the date of 

receipt by the other Party of a written claim, consideration of the dispute may be transferred 

by any interested party to the Arbitration Court of Moscow. 

 

9.8. For any questions related to the execution of the Agreement, please contact the Licensor at 

the following address: Russia, 450077, Ufa, house 4, Verkhnetorgovaya square, 13th floor, 

office 1311, or by e-mail at info@id.world. 

 

 

 

 


